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Abstract: Sensor technology has shown tremendous development in the field of data environment like 
tracking and detection. The participating sensor nodes are prone to failure because of limited resources 
or limitations in security. The topology of the networks is highly dynamic in nature because of frequent 
failure of the sensor nodes. The Quality of Service (QoS) support to highly dynamic networks is one of the 
challenging tasks. In wireless sensor organize, security is a fundamental position in well-lit of its 
utilization in applications like monitoring, tracking, controlling, surveillance etc. Secure correspondence 
is greatly critical in conveying key data precisely and on the time through asset imperative sensor nodes. 
A 3 stage approach gives a secure message conveyance alternative to amplify the message conveyance 
proportion under antagonistic assaults. Firstly, we have outlined the system layer routing assaults on 
WSNs. Also, we have given a scientific categorization of secure routing protocols of WSNs. Thirdly, we 
have given a subjective correlation of existing secure routing protocols. The above quantitative secure 
investigation on the proposed routing convention in light of the criteria proposed. 
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INTRODUCTION 
Wireless Sensor Networks (WSNs) have been 
widely considered as one of the most important 
technologies for the twenty-first century (Zheng 
and Jamalipour, 2009, Chong and Srikanta, 2003). 
A typical Wireless Sensor Network (WSN) (Zheng 
and Jamalipour, 2009, Chuan et al., 2012, 
Raghavendra et al., 2011, Akkaya and Younis, 
2005) consists of a large number low cost, multi-
functional sensor nodes typically operate on limited 
battery power and are deployed to monitor an area 
of interest. These sensor nodes are typically small 
in size with inbuilt micro-controllers and radio 
transceivers. Thus, sensor nodes have the ability to 
sense external events, process the sensed data and 
transmit it. WSNs are widely used for 
environmental condition monitoring, security 
surveillance of battle-fields, wildlife habitat 
monitoring, etc. (Mulligan and Ammari, 2010). A 
WSN has the following characteristics: 
•Dense Node Deployment: Sensor nodes are usually 
densely deployed in an area to be monitored. The 
number of sensor nodes in a sensor network is 
usually higher than that of a MANET (Chlamtac et 
al., 2003, Hoebeke et al., 2004). 
•Limited Energy Resources: Sensor nodes are 
usually powered with small batteries. In certain 
applications, they are deployed in a harsh or hostile 
environment, where it would be very difficult or 
even impossible to replace or recharge the node 
batteries. 
•Self and Auto-Configuration of Nodes: Sensor 
nodes could be randomly deployed without careful 
planning. Once deployed, sensor nodes could 
autonomously configure the network. 
•Application Specific Nodes: Sensor networks are 
usually application specific. Sensor nodes are 
designed and deployed for a specific application. 
Thus, the design requirements of a sensor network 
could change based on the application requirement. 
•Frequent Topology Change: In a sensor network, 
the topology could change frequently due to node 
failure, energy depletion or channel fading. 
•Coverage Area and Data Redundancy: In most 
sensor network applications, sensor nodes are 
densely deployed in a region of interest. Therefore, 
there might be a possibility that more than one 
sensor node is monitoring a sensing area. Thus, the 
data sensed by multiple sensor nodes may have a 
certain amount of correlation or redundancy. 
In this paper, utilizing an assortment of 
subterranean insect settlement calculation, cross 
layer advancement configuration in view of 
versatile connection get to effectiveness, and it is as 
per the measurements got and the heap line length 
state data of the MAC layer, coordinated routing 
outline the get to productivity. Routing was 
imparted as a direct programming issue of 
adjoining hub decision to make best utilization of 
the system lifetime. At that point inspected the 
uneven energy utilization for reliably orchestrated 
information get together sensor networks. The 
system is partitioned into numerous districts and 
every hub can make information accumulation. In 
routing procedure was proposed to settle the energy 
utilization between the nodes inside each grid. In 
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[formulated the joined method for finding the 
courses and the activity stack assignment, and the 
system lifetime values increments by the rest 
planning. By utilizing this idea of astute routing, 
[4] built up a routing metric to report both 
connection unwavering quality and hub remaining 
energy. The sensor hub figures the best metric 
incentive in a restricted territory to achieve both 
unwavering quality and lifetime augmentation 
WIRELESS SENSOR NODE  
The sensor nodes operate in the three modes of 
sensing, computing and communications, and all of 
which consume energy. Of the three modes, 
maximum energy is expended for the 
communications process. The sensing unitis 
entrusted with the responsibility to detect the 
physical characteristics of the environment and has 
an energy consumption that varies with the 
hardware nature and applications. However, 
sensing energy represents a meagre percentage of 
the entire energy consumption within the entire 
WSN. In comparison, computations energy is much 
more. The communication unit consists of a short-
range RF circuit which performs the transmission 
and reception tasks. 
Communication energy contributes to data 
forwarding and it is determined with the 
transmission range that increases with the signal 
propagation in an exponential way.  
A. States of the energy consumption model: 
(i) Acquisition: The acquisition state includes 
sensing, A/D conversion, pre-processing and 
eventually storage of these data. 
(ii) Transmission: The transmission state includes 
processing, packet forming, encoding, framing, 
queuing and base band adapting to RF circuits. 
(iii) Reception: This state is responsible for low 
noise amplification, down converter oscillator, 
filtering, detection, decoding, error detection, 
address checking and random reception. 
(iv) Listen: The listen state is similar to reception 
and involves the processes of low noise 
amplification, down convertor oscillator, filtering 
and terminates at detection. 
(v) Sleep: The sleep state expends least energy as 
compared to the other states. 
B. Design issues in WSNs: 
(i) Node Deployment 
In WSNs, the node deployment can be either 
deterministic or randomized. In deterministic 
deployment, the sensors are manually placed and 
data is routed through pre-determined paths. In 
random node deployment, the sensor nodes are 
distributed randomly creating an infrastructure in 
an ad hoc manner. If the resultant distribution of 
nodes is not uniform, optimal clustering becomes 
necessary to allow connectivity and enable energy 
efficient network operation. 
(ii) Energy considerations 
The energy consideration has a great influence on 
route design because the life-time of the WSN 
depends on energy resources and their consumption 
by sensors. During transmission of any node, the 
greatest portion of energy is consumed. Direct 
communication consumes more power than multi 
hop communication. 
(iii) Data delivery model 
Data delivery model depends on the application 
and can be continuous, event-driven, query-driven, 
or hybrid. In continuous model of delivery, each 
sensor sends the data periodically. In event-driven 
and query driven data delivery models, the 
transmission is triggered by an event or a query 
generated by the sink. 
(iv) Fault Tolerance 
In wireless sensor networks, some sensor nodes 
may fail or be blocked due to environmental 
interference, lack of power or physical damage. 
The failure of sensor nodes should not affect the 
overall task of the sensor network. This may 
require actively adjusting transmit powers and 
signaling rates on the existing links to reduce 
energy consumption, or rerouting packets through 
regions of the network where more energy is 
available. Therefore, in a fault-tolerant sensor 
network, multiple levels of redundancy may be 
needed. The routing protocol has to be dynamic; 
failures of specific nodes should not affect network 
operation. 
(v) Scalability 
The number of sensor nodes deployed in the 
sensing area may be in the order of hundreds or 
thousands, or more. Any routing scheme must be 
able to work with this huge number of sensor 
nodes. In addition, sensor network routing 
protocols should be scalable enough to respond to 
events in the environment. 
(vi) Network dynamics 
In addition to energy, bandwidth etc., routing 
messages from or to moving nodes is more 
challenging since route stability becomes an 
important issue. The sensed phenomenon in wsn 
can be either dynamic or static, e.g., it is dynamic 
in a target detection/tracking application, while it is 
static in forest monitoring for early fire prevention. 
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(vii) Transmission media 
In general, the required bandwidth of sensor data 
will be low, on the order of 1-100 kb/s. Related to 
the transmission media is the design of MAC. 
(viii) Data aggregation 
Data aggregation is the combination of data from 
different sources according to a certain aggregation 
function, e.g., duplicate suppression, minima, 
maxima and average. Since the sensors are densely 
deployed by definition, the data gathered from each 
node are correlated. Therefore data aggregation or 
in other words data fusion decreases the size of the 
data transmitted. 
(ix) Quality of service 
In many applications, conservation of energy, 
which is directly related to network lifetime? As 
energy is depleted, the network may be required to 
reduce the quality of results in order to reduce 
energy dissipation in the nodes and hence lengthen 
the total network lifetime. 
IMPLEMENTATION METHOD 
We propose a secure and efficient Resource 




Fig.1 Classification of RCS Routing Protocol 
And routing security concurrently in WSNs. In 
RCS routing protocol, each sensor node needs to 
maintain the energy levels of its immediate 
adjacent neighbouring grids in addition to their 
relative locations. Using this information, each 
sensor node can create varying filters based on the 
expected design trade off between security and 
efficiency. The quantitative security analysis 
demonstrates the proposed algorithm can protect 
the source location information from the 
adversaries. In this project, we will focus on two 
routing strategies for message forwarding: shortest 
path message forwarding, and secure message 
forwarding through random walking to create 
routing path unpredictability for source privacy and 
jamming prevention. 
Real-time communication over sensor networks 
must be supported through provision of guarantees 
on maximum delay, minimum bandwidth, or other 
QoS parameters. 
SECURE LAYERED PERFORMANCE ON 
WSNs 
In order to study the challenges offered by the 
energy constrained wireless sensor nodes and to 
evaluate the performance and the QoS offered by 
the network, the performance metrics under 
consideration are discussed below. 
The previous sections threw light on the WSNs, 
their characteristics, issues, challenges and 
applications. In order to understand their 
performance. 
(i) Energy Consumption per successful data report: 
This gives a good measure of the network lifetime. 
A routing algorithm which maximizes the lifetime 
of network is desirable. This metric also shows 
how efficient the algorithm is, in energy 
consumption. This metric is an indication of the 
energy cost incurred to realize the achieved 
performance. 
(ii) Network Lifetime: 
Network Lifetime is defined as the time elapsed 
until the first node in the network is completed 
drained of its energy (dies). 
(iii) Network Throughput: 
This is defined as the total number of packets 
received at the sink divided by the simulation time. 
(iv) Latency: 
Latency is defined as the average time that a packet 
moves on the network. 
(v) Delivery Ratio: 
Delivery ratio of the network is specified in terms 
of the number of packets received at the sink 
divided by the number of packets generated at 
thesource. Event simulator for WSNs [3]. It is a 
public source, component-based, modular 
simulation frame work and used to simulate 
communication networks and other distributed 
systems. 
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Discrete-event simulation is a trusted platform for 
modelling and simulating a variety of systems. The 
design of WSNs requires the simultaneous 
consideration of the effects of several factors such 
as energy efficiency, fault- tolerance, Quality of 
Service (QoS) demands, synchronization, 
scheduling strategies, system topology, 
communications and coordination protocols. 
CONCLUSION 
Routing in sensor networks is a new area of 
research, with a limited, but rapidly growing set of 
research results. Security routing protocol designed 
in this paper is mainly to solve the geographic 
routing protocol attack method. Because the 
dynamic design protocol support network, and may 
have a legitimate node at a time by non-neighbour 
nodes become neighbours. This kind of joint will 
be found in the route update protocol, and verify 
the authenticity of these nodes by geographical 
location, to determine the new neighbour nodes are 
real. 
Although a significant work has-been done in 
relation with wireless sensor networks; yet, there 
are many challenges in WSN to be addressed. The 
energy conservation challenges and related issues 
emphasize the need for energy saving and 
optimizing protocols to increase the lifetime of 
sensor networks. Routing in wireless sensor 
networks differs over the last decade; wireless 
sensor networks have become very popular. This is 
because of their low cost, less power requirement, 
performance and high potential application areas. 
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